
BRING YOUR OWN 
DEVICE CHECKLIST

Everything You Need to Know to 
Manage Personally Owned Devices 
Accessing Your Corporate Network



Executive Summary

Bring Your Own Device (BYOD) is here to stay. 

Employees are more productive when they are able to 

manage their personal and professional lives on-the-

go and from their mobile device of choice. The CIO’s 

mandate has evolved to allow employees to work 

securely from any mobile device. The challenge BYOD 

presents is for IT and the organization to a) secure 

corporate data across mobile platforms without 

altering the user experience, and b) offer a cost-

effective BYOD program.

Are you getting ready to implement a BYOD program 

or need to make some tweaks to your existing 

program? This checklist will ensure a successful 

rollout.

Did you know that…

• 70% of users are doing work on personal devices, 

regardless of company policy

• 21% of companies perform data wipes on 

personal devices when employees leave the 

company

• Employee-owned smartphones and tablets used 

in the enterprise will exceed 1 billion by 2018

70%

21%
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To Do Purpose Best Practices

Stakeholder 
Steering 
Committee

Gain stakeholder approval for 
your BYOD program before 
you start.

1. Include HR, IT, Legal, Finance, Employee/Business Unit 
representatives. 

2. Identify the goals of your BYOD Program, for example: 
• Allowing all mobile platforms vs. a restricted set of devices
• Allowing mobile access to most of the corporate data 

behind the firewall vs. only allowing mobile access to email
• Strong security policies to prevent data loss vs. basic device 

security policies

Survey Employees Survey employees to find 
out the most popular mobile 
devices, productivity apps 
and company data they need 
access to from their mobile 
devices.

• In your survey, include options such as company email, 
common Intranet sites (i.e people search, purchase orders 
and approval, PTO requests, news, etc), and popular mobile 
apps (i.e. apps for File Sync and Share such as Box).

User Registration Determine the process for 
registering the mobile device 
to the Enterprise Mobile 
Management (EMM) system 
in order to gain mobile apps, 
data and network access.

Consider the following: 
• Is there a self-service registration portal accessible from 

mobile device? 
• Can you present the employee with Terms & Conditions 

during the registration process?

Mobile Devices 
and Platforms 
Supported

Determine the mobile device 
models and operating system 
versions you will support.

• Even though this is BYOD, it is important to set some 
limits. This is because earlier mobile device OS’ have 
security vulnerabilities that later OS versions fix. Consider 
supporting iOS 7.0+ and Android 4.0+.

Mobile Apps & 
Data

Approve and publish mobile 
apps, data and secure 
browser access.

Consider the following: 
• Start by providing access to company email, WiFi and VPN 

(optional)
• Publish an Enterprise App Store with company apps, both 

in-house and publicly available AppStore apps (i.e. Box, 
Workday, Salesforce, Concur)

• Consider a Volume Purchase Plan (VPP) for paid apps

Privacy Ensuring employee’s 
personal apps and their 
location is not accessible by 
the company and IT.

Consider the following: 
• Is IT legally permitted to locate a device? If not and the user 

looses their device, are they aware it is their responsibility 
to locate their own device? 

• Is IT legally permitted to view the list of all applications 
(whether business or personal) that the employee has 
installed? 

• Does IT have the ability to issue a selective wipe of an 
employee’s mobile device if it’s lost or stolen; employee 
terminated; device transferred, sold or destroyed? If not, is 
IT permitted to issue a full wipe of mobile device including 
employee’s personal data? 

BYOD Checklist
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Self Service Tools Reduce calls to the Help 
Desk and IT support costs.

Consider providing the following: 
• Registration videos
• Registration Instructions
• In-person “white glove” Help Desk service during a rollout

Mobile Security - 
Device

Protect corporate data at rest 
on the device.

Consider enforcing the following: 
• Device Passcode
• Encryption (of corporate data)
• Minimum mobile device OS version, i.e. iOS 7.0+ and 

Android 4.0+
• Jailbroken/rooted mobile devices

Mobile Security 
– Data Loss 
Prevention

Prevent corporate data 
loss to the personal cloud. 
Ensure corp data can only be 
shared between enterprise 
mobile apps and to the 
enterprise cloud. Ensure an 
unauthorized user cannot 
access company data if a 
device is lost or stolen.

Consider the following: 
• Users can only access corporate data from mobile apps if 

their device is registered to an EMM and therefore meets 
minimum security requirements (see above). 

• Users can only access corporate data on authorized, 
managed and/or wrapped mobile apps whether they be in-
house or publicly available apps. This enables IT control of 
data sharing and selective wipe. 

• Ensuring corporate data cannot be shared from a managed 
to an unmanaged app. Prevent corporate data from being 
saved in personal applications. 

• Risky Apps: App Reputation/App Risk Management services 
are typically add-ons to EMM, which can monitor and 
offer security enforcement if personal apps are synching 
corporate data such as calendar or contacts.

• Selective wipe (i.e. remove all corporate data from 
the mobile device) if device is lost or stolen; employee 
terminated; device transferred, sold or destroyed

Mobile Security 
Enforcement

Prevent employees from 
accessing corporate data if 
they are not in compliance 
with Mobile Security Device 
and/or App Control policies.

If devices are not in compliance based on above, consider 
options for self remediation: 
• Send Message 
• Block email access
• Block network access
• Selective wipe of corporate data 
• 1 or more of above

Network Access 
Methods

Protect corporate data in 
transit.

Consider the following options: 
• Secure Corp WiFi (cert based auth)
• Use existing VPN technologyor EMM vendor application 

tunneling to provide app-level VPN. This means that only 
the apps that are provided by your company and need 
company data will start and use the VPN connection. Apps 
that are personal will simply connect to the internet as they 
normally do

• Protecting access: what are the standards for remote 
access – this likely depends on the type of data you are 
accessing, i.efor accessing internal but not restricted/
confidential company data, mobile device must be 
registered to EMM and require username/password and/or 
fingerprint. 
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Guidelines Best Practices

BYOD Access and Registration 
Requirements

• The device and/or role requirements for the employee to install the 
EMM solution in order to get corporate data and network access. For 
example, are only iOS 7.0+ mobile devices permitted to register and are 
all employees permitted irrespective of role? 

• What can the employee expect in terms of the data and access they 
receive once they register? 

• The circumstances that would result in a selective wipe of the device 
and/or a full wipe/reset of the device. 

• Include measures to safeguard user privacy, for example employees are 
not required to turn on location services

End User Agreement • Terms and Conditions agreement developed by the company’s legal 
department and presented during EMM registration. Employee must 
accept the Terms and Conditions in order to complete registration. 

This agreement typically contains:

• Employee consent of potential geo location tracking of mobile device, 
and company knowledge and deletion of apps and data on any 
employee’s mobile devices. 

• Company’s right to wipe all data from the mobile device in the event of 
employee or contractor separation from the company – where possible, 
reasonable attempts will be made to preserve personal data on the 
device. 

• Company’s right to monitor and protect – for example, company will 
monitor usage of mobile apps, company email, and compromised 
devices (jailbroken/rooted). Company will respond to violations with 
a selective and/or full mobile device wipe, and by blocking company 
email/network access. 

BYOD Expense Management • What portion of the employee’s wireless voice and data plan the 
company reimburse and whether or not you will reimburse the device 
cost

1. Fixed monthly stipend, i.e. $100/month of carrier voice and data plan 
covered

2. Reimbursement based on employee expense reports, i.e. up to 80% per 
month of carrier voice and data plan covered

• Include who is responsible for overages. Take note of any court rulings 
- California Court of Appeal ruled that companies must reimburse 
employees for business calls on their personal mobile devices. 

• Include who is responsible for international roaming charges

Consider including the following guidelines:
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Employee Device Security and Usage 
Policy

• Code of conduct for mobile devices and identify who is responsible for 
basic IT support, i.e. user will be responsible for battery replacement, 
accessories, hardware, etc. 

• Reasonable demands to protect corporate data on an employee owned 
device: 

1. Users are responsible for complying with company instructions and 
must not remove EMM or any other security solution installed on the 
device. 

2. Users must report devices that are lost, stolen, or disposed of. Inform 
employees of the consequences if their device is compromised or out of 
compliance.

IT Mobile Security Policy • Clear actions that the company will take to monitor and protect company 
data. 

• Identify how IT will respond to violations and devices that are not in 
compliance. 

Example: if data encryption is disabled or the device is compromised, 
IT will block corporate network access (including email) and selectively 
wipe all corporate data off the device. 

• Identify the apps and systems that IT can monitor

Example: company can monitor overall data usage but cannot monitor 
SMS, personal browsing and social networking applications

Employee Mobile App Guidelines • Guidelines for approved and unapproved mobile apps.

For example, employees must not install mobile apps from a third-party 
appstore that is not the Apple, Google or the Enterprise AppStore.  

1. If you are blacklisting apps, include the list of apps and the consequence 
if they do install a blacklisted app. 

2. If you are monitoring risky apps, include the acceptable use policy, for 
example, mobile apps that are synching the corporate contacts are not 
permitted and must be uninstalled. 

• How employees can request an in-house app or publicly available app to 
be approved and published to the Enterprise AppStore.
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